Wireless devices are used more and more every day. Smart phones today are
configured to use wiFi (Wireless Fidelity) when available to save the user on cell time.
One of the things the security professional does is check for rouge access points (APs)
on their network that can lead to vulnerability. This week, the lab will allow you to use a
tool to scan APs. The tool used for this in Windows is Vistumbler. This software is safe to
install and use. If you have a Mac, a similar software is WiFi Explorer Lite. If you can't
install the software or don't want to install the software, you can coordinate to check out
a laptop from the cyber Lab at the Sarpy County Center.

Using the scanner tool, you can have someone to drive you around your neighborhood Or
you can walk around the neighborhood to identify Wireless access points. This is only
Identify and document APs and other devices the tool picks up during the lab.

When Vistumbler opens, in the right pane, scroll all the way to the right, click on the
header of the Last Updated column and drag it all the way to the left to make it the first
column in the pane. All screen captures must show the Last Updated column.

If you are using WiFi Explorer Lite, move the Seen column to the left side so it can be
seen in the captures.

Launch the tools and paste a screen capture below this line.

I’'m not sure if this means open Vistumbler or start scanning and then screenshot, so |
am including both. Also, my column says “Last Active” not “Last Updated”
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File Edit Options

Settings _Interface

Extra

fiDB _ Help

Lattude: N 0000.0000

Support Vistumbler

Active APs: 38/38

oty Longitude: E 0000.0000 Loop time: 1014 ms.

® thentication Last Active # Active. Mac Address SSID Signal High Signal ~ RSSI High RSSI Channel Authentication Encryption Network Type Latitude:

= e e e e e e A e Y i e

- Network Type: 04062023 15:39:164.. @2 Active: E4:BFFA52:82.06  SETUP-B1FA a7 a7 -53dBm -52dBm 157 'WPA2-Personal CCMP Infrastructure N 0.0000000

= 040620231539164.. @3 Adive  ICB2COFECO2A Odens Beard 0% 50% odem  TedBm 1 WPA2Peronal  CCHP Ifrastucture N 0.0000000
04062023 15:39:164.. @4 Active 70:03.7E:68:59:2E  SETUP-5522 29% 3% -84 dBm -83dBm 157 'WPA2-Personal CCMP Infrastructur N 0.0000000
04062023 15:39:164.. @5 Active 70:03.7E:68:59:26  SETUP-5922 62% 62% -72dBm -72dBm 1 'WPA2-Personal CCMP Infrastructure N 0.0000000
WONDTBIES w6 Adwe  OATSREIZ0  Coi & e 7w 7am % Open e Phoucre NOG000
OB IEWIEs 7 e ACFEUFLRB  CoWR 2 2. wem  odm B om Nore Phoucre N 00000000
OB IEWIEs @8 e TOOTEGTHD  CoWh S o mem wdm 7 o Nore Phoucre N 00000000
6NN B S Adwe  EABFFASZEZID  Conti @i . ssdm sdm 17 o Nere Phocre NO000000
04062023 15:39:164... @ 10 Active F8F5:32.87:26.08 872608 467% 467% -77dBm -77dBm 36 'WPA2-Personal CCMP Infrastructure N 0.0000000
04062023 15:39:164.. @ 11 Active FAF5:32:87.:26:07 60% 65% -73dBm -71dBm 1 'WPA2-Enterprise. CCMP Infrastructure N 0.0000000
04062023 15:39:164... @ 12 Active 3E:82.CO-FF-CO:2F 50% 50% 76 dBm -76 dBm 1 'WPA2-Enterprise. CCMP Infrastructur N 0.0000000
04-06-2023 15:39:164... @13 Active 70:03:7E:68:59:29 65% 65% ~71dBm ~71dBm 1 'WPAZ-Enterprise ccmp Infrastructure N 0.0000000
OB IEISs @14 e TO0TEGSHI @ @ nem a1 WP Erepree  CCUP Mhocre NO000000
MO IEWIEs @15 e ARS8 @, e w1 WP B CCUP Phoucre N 00000000
MO EWIEs @16 e  TO0TEGSTHIB @ e nem e 1 WP B CCUP Phoucre N 00000000
04062023 15:39:164.. @17 Active: 70:03:7E:68:59:27 62% 62% -72dBm -72dBm 1 'WPA2-Enterprise CcCcMP Infrastructure N 0.0000000
GO IEIEs @18 e AFS2E2607 @ e e 1 WP Ereprae  CCUP houcre NO000000
o EIes @19 e TO0TEGTHU S i Gdm 157 WeAEtewe  COMP Phoucre N 00000000
GO EIEs @2 e TO0TEGETHIN S i odm 17 WPAEtewe  COMP Phoscre N00000000
Mo IEIes @2 e IAFS2E72608 i WP B CCUP Phoucre NOG000
GO IEIes @2 e TO0TEGSHI S an i Gdm 157 WeAZEtewee  COMP Phoucre N 00000000
WOND BN @B Adue  E4BEFAS2E08 . s ssdm Ssdm 17 WPAXEewwe  COMP Phoucre N 00000000
MOONN 8IS @2 Adwe  E4BEIAS2E20) . . Sdm ssdm 17 WPAEewme  COMP Phocre N00000000
GO EIes @25 e ACFETIFERE 2 2 wdm odm 157 WGt CONP Poucre NO000000
MO IEWIEs @26 e TOOTEGTIF W @ mim Gdm 17 WeAEtemwe  CONP Phoucre N 00000000
GO 5Ies @27 e ACFTUFEIBE 2. o i sodim 17 WPAEewwe  COMP hoancuee  NO0OOO0
04062023 15:39:164.. @28 Active 3E:82COFFCO:2B 50% 50% 76 dBm -76dBm 1 'WPAZ-Enterprise: ccmP Infrastructure N 0.0000000
MO EWIEs @2 Adwe  SESCHFCID W s Tedm ek 1 WP Enepree  CCUP Mhocre N 0000000
MOABIEWIS @D e FAFS2E2608 & & 7w 7dm % WP B CCUP Phoucre N 00000000
O 5II6s @3 e ACFETUFEIES 2. @ odm 57 WeAEtemee  CONP Phoucre N 00000000
04062023 15:39:164... @32 Active: AD:FF:70:F4:38:AC % % -73dBm -73dBm 6 'WPA2-Enterprise ccmP Infrastructure N 0.0000000
04062023 15:39:164... @33 Active 3AF5:32:87:26:08 50% 50% 76 dBm 76 dBm 36 'WPA2-Enterprise. CCMP Infrastructur N 0.0000000
04062023 1539164, @34 Acve  EABFFAS28209 85% 6% S5dBm  S4dBm 157 WPA2Enteprse  CCMP Ifrasiucture N 0,0000000
04062023 15:39:164... @35 Active F8F5:32.87:26.07 872607 57% 57% 74 dBm 74 dBm 1 'WPA2-Personal CCMP Infrastructure N 0.0000000
04062023 15:39:118.. @36 Active 14:91:82.78:8D.C7  Linksys03284 33% 33% -82dBm -82dBm 11 'WPA2-Personal CCMP Infrastructure N 0.0000000
04062023 15:39:164... @37 Active AQFF70F4:38:A9  SETUP-38A5 62% 62% -72dBm -72dBm 6 'WPA2-Personal CCMP Infrastructur N 0.0000000
04062023 15:39:164... @38 Active AQFF:70F4:38:B1  SETUP-38A5 24% 24% -86dBm -86dBm 157 'WPA2-Personal CCMP Infrastructure N 0.0000000
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Longtude

Manufacturer
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
ARRIS Group, .
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown
Unknown
ARRIS Group, .
Belkin ntemation
Unknown

Unknown

Label
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

What are some of the SSIDs (Service Set |dentifiers) you saw during the lab?

Radio Type
80211
202112
80211
802112
20211
802112
802112
802112
802112
802112
80211
80211
80211
80211
80211
80211
20211

802112

Lattude (DDMMSS
N 00" 00'0.0000°
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00'0.0000°
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N 0D 00'0.0000"
N 0O 00'0.0000°
N0D" 00 0.0000"
N0D" 00 0.0000"
N 0O 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N 00° 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00'0.0000°
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N 0D 00'0.0000°
N 0D 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00'0.0000°
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00'0.0000°
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CoxWifi, Oden’s Beard, 872608, Linksys03284

Were any other devices such as printers or 10T (Internet of Things) devices appearing

on the scan? List any devices you found on the scan that were loT or other devices.

No devices or |IOT devices column

What choose at least three of the APs you found, what is the encryption being used?
CoxWifi: None, Oden’s Beard: CCMP, 872608: CCMP, Linksys03284: CCMP

What are the channels available?

11,157, 1, 36, 157, 6




What WiFi standard is showing? (ie. B, G, N, AC)
There is not wifi standard information area. I’'m not sure where | would find this and
could not find anything on google when | searched

Which APs are closer? How do you know they are closer?
| believe | would select “Use GPS” but this option says “error loading port”. Since that is
not an option | would assume the listed SSIDs tab is sorting by distance

Complete a screen capture showing the scans and paste below showing the APs

found.

File Edit Options View Settings Interface Extra WIfiDB Help “Support Vistumbler
Lattude: N 0000.0000

Active APs: 38/38

5= 8O ongaude: £ 00000000 Looptime: 1014ms

]

i Authentcation Last Actve # Acve  Mac Address ssip Signal Hoh Sgnal RSS! HghRSSI  Chamel  Asherican  Encoption Network Type  Lattude

e 04062023 1535:164.. @2  Acve  E4BFFAS28206  SETUPSIFA a7 a7 S3Bm  S2dBm 157 WPA2Personal  CCMP frastuctre N 00000000

i 04062023 1535:164.. @3 Adve  ICE2COFECO2A  Oden' Beard 50 50 T6dBm  TdBm 1 WPA2Personal  CCMP frastuctre N 00000000
04062023 1535164, @4  Adve  TOONTESBSSZE  SETUPS2 2 . S4dBm  E3dBm 157 WPA2Personal  CCMP [ N 0.0000000
04062023 1535164, @5 Adve  TOONESRSS26  SETUPS2 A & J2dBm T2dBm 1 WPA2Personal  CCMP frastucture N 00000000
04062023 1535164, @6 Adve  OAFSI2872608  CoxWA 4 4 T7dm  T7dEm % Open None frastuctre N 00000000
04062023 1539164.. @7 Adve  ADFETOFA3BE3  CoxWiR 2 2 47d8m  &7dBm 157 Open None irastucure N 0.0000000
062021535164, @8 Adve  TOU3TESES90  CoxWif 3 3 HdEm  Mm 157 Open None fresucture N 00000000
04062023 1539164, @9 Adve  EABFFAS2E208  CoxWiR a5 %% S5Bm SidBm 157 Open None [ N 0.0000000
04062023 1535:164.. @10  Adve  FEFSIE72608 872608 42 42 T7dm  T7dEm % WPA2Personal  CCMP frastuctre N 00000000
04062023 1535:164.. @11 Acive  FAF53287.2607 o0 A Tim  Tidem 1 WPA2Erteprise  CCMP irastucure N 0.0000000
0L06B 159164, @12 Adve  IESICOFFCONF % % JedEm  Tedm 1 WPA2Erteprise  CCMP nfasucte N 0.0000000
04062023 1539164, @13 Adve  7D037ESE5929 65 65 Tidm  Tidem 1 WPA2Erteprse  CCMP st N 0.0000000
04062023 1539154, @14 Acve  7D037ESES9C &2 &2 J2dBm T2dEm 1 WPA2Erteprse  CCMP frastuctre N 00000000
0402023150164, @15 Adve  IAFEI2E72607 0% &2 Tiem  T2dBm 1 WPA2Erteprse  CCMP frastuctre N 00000000
0021535164, @16 Adve  TOI3TESE5O2B & & T2dBm T2dBm 1 WPA2Erteprse  CCMP frastuctre N 0.0000000
04062023 1539164, @17 Adve  7D037ESES927 &2 &2 J2dBm T2dEm 1 WPA2Erteprse  CCMP st N 0.0000000
04062023 1535164.. @18 Adve  IAFEIE72607 &2 A J2dBm TidBm 1 WPA2Erteprse  CCMP frastuctre N 00000000
04062023 1539164, @19 Adve  7D037ESES934 . . S3dBm  f3dBm 157 WPA2Erteprse  CCMP frastuctre N 00000000
04062023 1539164, @20 Adve  70037ESE5931 . . S3dBm  EdBm 157 WPA2Erteprse  CCMP frastuctre N 00000000
04062023 1539164, @21 Adve  IAFE3287:2608 % % T7dm  T7dEm % WPA2Erteprse  CCMP st N 0.0000000
04062023 1539164, @22  Adve  7D037ESE593 . . S3dBm  f3dBm 157 WPA2Erteprse  CCMP frastuctre N 00000000
04062023 1535:164.. @25 Acve  E4BFFAS28208 5 5 S5Bm  S5dBm 157 WPA2Erteprise  CCMP frastuctre N 00000000
04062023 1535:164.. @20  Acve  E4BFFAS28207 a5 a5 S5Bm  S5dBm 157 WPA2Erteprse  CCMP frastuctre N 00000000
04062023 1535164, @25 Adve  ADFRTOFA38E 2 2 47d8m  &7dBm 157 WPA2Erteprse  CCMP st N 0.0000000
04062023 1539164, @26 Adve  7D03TESES9ZF A A S2dBm  f2dBm 157 WPA2Erteprse  CCMP frastuctre N 00000000
040621535164, @27 Acve  ADFETOF438B4 4 4 S6dBm  G6dBm 157 WPAZErteprse  CCP fzsiuctre N 00000000
04062023 1539164, @28 Adve  IEB2COFFCOZB 50 50 T6dBm  TedBm 1 WPA2Erteprse  CCMP frastuctre N 00000000
04062023 1535164, @29 Adve  JEB2COFFCOD 50 50 TedBm  TdBm 1 WPA2Erteprse  CCMP st N 0.0000000
04062023 1535118 @  Adve  FAF5287.2608 4 4 T7dm  T7dEm % WPA2Erteprse  CCMP frastuctre N 00000000
QL0ENBEEL. @I Adve  ADFRTOFAIEES 2 2 Hdm  dBm 157 WPA2Ertemrise  CCMP frasuchre N 0.0000000
04062023 1539164.. @2 Adve  ADFRTOFAIBAC 0% 0% Tim  TidEm 6 WPA2Erteprse  CCMP frastuctre N 00000000
04062023 1539164, @3 Adve  IAFEI2E7:2608 50 50 TedBm  TedBm 3% WPA2Erteprse  CCMP st N 0.0000000
04062023 1535164. @3 Acve  EABFFAS2B209 a5 % S5Bm SidBm 157 WPA2Erteprse  CCMP frastuctre N 00000000
04062023 1535:164.. @3 Acve  FEFSRET2607 872607 57 57 Thdem  7adBm 1 WPA2Peronal  CCMP frastuctre N 00000000
04062023 1535115.. @%  Acve  T4OTX7BEDCT  Linksys03284 EA EA S2dBm  f2dBm 11 WPA2Personal  CCMP frastuctre N 00000000
04062023 1535:164.. @37 Acve  ADFFTLFA3BAD  SETUP3BAS & & J2d8m  T2dBm 6 WPA2Personal  CCMP st N 0.0000000
04062023 1535:164.. @3  Acve  ADFFTLFA3BB1  SETUP38AS 2 2 S6dBm  G6dBm 157 WPA2Personal  CCMP frastuctre N 00000000
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What are the interesting things you learned doing the lab?

Longtude

Manufacturer
Unknown
Unknown
Unknown
Unknown

Unknown

Unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
ARRIS Group, .
Belkin ntemation
Unknown

Unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Radio Type
802110
802112
80211
802112
80211
802112
802112

80211ac
80211
80211
802112
802112
80211
802112
802112
80211
802112
80211
802112

Lattude (DDMMSS
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00'0.0000°
N 00" 00'0.0000°
N0D" 00 0.0000"
N0D" 00 0.0000"
N 00" 00'0.0000"
N0D" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00'0.0000°
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N 0D 00'0.0000"
N 0O 00'0.0000°
N0D" 00 0.0000"
N0D" 00 0.0000"
N 0O 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N 00° 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00'0.0000°
N 00" 00'0.0000"
N0D" 00 0.0000"
N0D" 00 0.0000"
N0D" 00'0.0000°

339 P
4/6/2023

| learned most people used WPAZ2 for either personal or enterprise. Some SSID’s are
not titled, most manufacturers are not listed, and the basic transfer rates are nearly all

the same.




